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ABSTRACT: The study has explored the importance of sharing data in hospitals for training Artificial Intelligence 

(AI) models. It has been observed that sharing data in the model training faces challenges such as ethical and privacy 

concerns, and the revelation of sensitive data of the patients. AI has been used in the detection of skin diseases and in 

the prediction of cancer from X-Ray images. However, limited data within a single hospital poses challenges and raises 

data privacy concerns. Investigation on this topic was found to be effective for improving the patient survival and 

recovery rates. The study has outlined several techniques to address the challenge of data privacy concerns while 

sharing data for AI training. This includes Federated Learning techniques, Homomorphic encryption, synthetic data 

generation and differential privacy.  
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List of important terms 

ADSGAN- Anonymized Data Synthesis using Generative Adversarial Networks (A data generation technique) 

AUC- Area Under the Curve (High AUC indicates better classification performance) 

C-Index-Concordance Index (Predictive Accuracy used in healthcare and survival analysis) 

Brier Score- Evaluate the accuracy of probabilistic prediction. 

 

I. INTRODUCTION 

 

1. 1 Background 

Artificial Intelligence (AI) is a branch of science which emphasises building intelligent machines and parts that support 

performing multiple tasks using human intelligence. Mijwil et al., (2022) highlighted that in the healthcare sector, AI is 

used to detect, predict and diagnose disease in the areas of neurology, cancer and cardiology. There is a large amount of 

data in the healthcare sector, which can support decision-making in radiology, ophthalmology, and pathology. 

Thomason (2024) reported that the healthcare industry generates around 30% of the data volume. This vast amount of 

data can be helpful in the discovery and understanding of new diseases. In this regard, Enshaei and Naderkhani (2024) 

noted that AI models are evolving continuously, providing a foundation for decision-making in real-world situations. 

The quality of data is important for ensuring precise diagnostic, effective treatment plans, and improving patient 

outcomes. In the health care sector, this is vital for precise diagnostic and effective treatment plans. However, 

challenges such as ethical dilemmas, regulatory gaps regarding the use of AI, data security concerns, and algorithmic 

partiality persist in this regard. 

 

1.2 Problem Statement 

According to the reports of North (2025), 4.5 million people lack access to necessary healthcare services, and AI can be 

helpful to close this gap. Sharing data across the hospital to train an AI model is significant for early detection of 

diseases and obtaining the past disease history of the patients. The UK universities trained the AI software on a dataset 

of 800 brain scans of stroke patients and then trialled it on 2000 patients. The results were astonishing, with the model 

achieving high accuracy in identifying the timescale of the stroke. These insights were useful for the treatment of 

patients so that healthcare professionals can start treatment as early as possible. Despite these benefits, hospitals face 

major barriers regarding ensuring the privacy of the patients, limited legal compliance and a gap in interoperability 

between healthcare systems. For instance, the regulations such as the ‘Health Insurance Portability and Accountability 

Act (HIPAA)’ and the ‘General Data Protection Regulation’ (GDPR) impose strict rules, making healthcare 

organisations hesitant to share sensitive patient information freely. Norori et al., (2021) argued that training of the AI 

models on data with limited variation fails to generalise to real-world scenarios. The research is going to investigate the 

strategic approaches which hospital can use to securely share healthcare data to develop better AI models while 
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maintaining security, privacy and ethical standards. Additionally, the research will explore the role of modern solutions 

to eliminate the challenge of data sharing in the healthcare sector.  

 

1.3 Research aims and Objectives 

● To evaluate the role of AI in improving healthcare diagnosis, treatment prediction and patient management. 

● To explore the main challenges hospitals, face in sharing healthcare data for the training of AI healthcare models.  

● To suggest strategies and best practices that hospitals can adopt for safe and collaborative AI-driven healthcare data 

sharing. 

 

II. REVIEW OF LITERATURE 

 

2.1 Role of AI in improving the healthcare diagnosis, treatment prediction and patient management 

Devi et al. (2023) argued that the traditional diagnosis therapy by doctors is constrained by factors such as experience, 

subjectivity and weariness. However, AI has the power to overcome these disadvantages by analysing the vast health 

records available on Electronic Health Records. Diagnosis of diseases in healthcare is dependent upon medical imaging 

and in this regard, AI has shown significant potential. AI systems can be trained using different algorithms such as 

supervised learning, deep learning and time series analysis. For instance, organisations such as Google have used this 

model across millions of devices without even collecting the raw data of the users on its servers. The advantage of a 

federated learning model is data privacy. Reduced latency and successful training on diverse datasets. Sun (2024) 

studied the large language model in the context of medical fields and revealed that the general Large Language Model 

(LLM) model often fails to give an accurate response. On the contrary, Abdel-Jaber et al. (2022) Different AI Models 

to Improve Healthcare Diagnosis studied the significance of deep learning algorithms to draw conclusions from large 

data sets. For instance, the model mimics the human brain and automatically learns feature from large datasets. Deep 

learning model is a convenient tool for diagnosing COVID-19 in patients and its risks. This model takes less than 10 

seconds to produce prognostic and diagnostic predictions for the chest CT scans of patients. The rapid development of 

Artificial Intelligence (AI) in the domain of medical image analysis has helped in combating COVID-19.  

 

2.2 Challenges hospitals face in sharing healthcare data for the training of the AI healthcare models 

Youssef et al. (2023) stated that the large data sharing initiatives are often performed by a large academic institution 

from a few geographic locations with access to funding and technical expertise, and funding to share and transform 

well-curated health data sets responsibly. This underrepresentation in the health data precludes effective generalisation 

of algorithms to huge populations. However, Alanazi (2023) highlighted the short-term and long-term challenges of AI 

in the healthcare sector. The short-term challenges in implementing AI systems in healthcare involve data quality 

concerns, ethical and privacy challenges, limited trust and transparency bias. The long-term challenge involves 

cybersecurity concerns, cost and resource allocation. Similarly, Li et al. (2024) expressed that a deep learning model of 

AI automatically schedules the appointment for the patients based on their preferences, schedules and medical history. 

However, compliance of the new AI-driven system with regulations is crucial to improve the trust of the patients and 

avoid regulatory fines. Additionally, the willingness of the patients to share their data with AI based tool is also crucial 

in this regard.  

 

2.3 Best practices hospitals can adopt for safe and collaborative AI-driven healthcare data sharing. 

Reddy et al. (2020) stated that the adoption of strong governance framework is one of the best practices hospitals can 

use to establish clear policies on the way date of the patients can be stored, collected, shared and accessed among 

healthcare institutions. The four important components of the governance model are fairness, transparency, 

trustworthiness and accountability. In addition, the formulation of a governance committee involving the manager, 

clinicians, patient group representative, and ethical and technical experts to support the development of the AI model 

has been considered. Another critical practice is data anonymisation and deidentification, were, before sharing 

information of the patients, hospitals can remove personally identifiable information to eliminate the risk of privacy 

breach. The advanced privacy-preserving techniques, such as tokenisation and differential privacy is further beneficial 

in improving security.  
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Figure 1: Four principals of AI governance 

(Source: Reddy et al. 2020) 

 

Karalis (2024) evaluated that achieving clinical practice in AI requires careful planning and adherence to critical 

principles. This is because a flawed AI model can be responsible for propagating dangerous misinformation 

 

III. METHODOLOGY 

 

3.1 Research Onion 

Research onion is a framework used in methodology where data is obtained by opening up the layer from philosophy to 

data collection. The research onion guides the methodology section of the study through six logical and interconnected 

stages, such as philosophy, approach, strategy, choice, time horizon and techniques. In this regard, the interpretivism 

research philosophy was pursued to understand the challenges faced by hospitals in sharing the data for the training of 

the AI models. William (2024 underscored that interpretivism is a research philosophy that enables humans to gain an 

understanding of the social realities from the perspective of human beings. Consequently, Ashraf et al. (2026) 

highlighted that an inductive research design is highly flexible in nature and it is a bottom-up approach that emphasises 

building theories from specific observations. The inductive research design was chosen to analyse the approaches 

through which data can be shared between hospitals to build better models. The qualitative research strategy was 

considered to evaluate the best practices hospitals can adopt for sharing data in the training of the AI models. The 

choice for this research study was a qualitative research choice where data were obtained only from one source to 

examine the subject matter of interest. As per Lim (2025), the mono qualitative research choice prefers strictly 

qualitative data to interpret upon subjective behaviour, experience and meaning. Cross sectional qualitative time 

horizon is effective in obtaining in-depth insight from the available research studies.  

 

3.2 Data Collection  

The Study has adopted a systematic Literature Review (SLR) methodology to examine the role of Artificial Intelligence 

(AI) in the diagnosis of healthcare, treatment prediction, management of patient and healthcare data sharing. Batool et 

al. (2025) opined that SLR methodology enable researchers to systematically collect, explore and synthesise evidence 

from multiple studies, thereby reducing bias in the literature selection process. In order to search for relevant 

information, the study will go through three phases such as planning the review, conducting the review and reporting 

the findings. This method was applied for this research to gather insights in relation to the research questions. This 

research process was selected to reach the vulnerable populations and gather rich information from historical datasets. 

This method has been selected to gather data in a short time, thereby enabling researchers to examine available 

information from a fresh point of view. In this paper, the data have been gathered from credible journals with a DOI 
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number and that are published between 2018 and 2026. Additionally, the information was also obtained from 

newspapers and credible websites such as BBC, Forbes and The Guardian to provide evidence in support of the claim.  

 

Planning 

In the planning phase, the already defined research objectives were translated into Research questions. Hence, the three 

research questions for this study are as follows: 

RQ1: How does AI contribute to healthcare diagnosis, treatment prediction and patient management? 

RQ2: What are the challenges do hospital face is sharing healthcare data for AI model development? 

RQ3: What strategies and best practices can hospitals adopt to encourage safe and collaborative AI-driven healthcare 

data sharing? 

 

Search 

During the process of finding the answer to the developed research question the search query was performed to retrieve 

the relevant journal and website articles in Google search Engine. For instance, “Artificial Intelligence in Healthcare”, 
OR “Healthcare Data Sharing”, “Privacy preserving machine learning” AND AI diagnosis, “Treatment Prediction OR 

Patient Outcomes” 
 

Inclusion Criteria: 

● Only considering the article, which focuses on 

healthcare data-sharing mechanisms, privacy and 

security concerns, and collaborative AI development.  

● Papers that are published in English language 

only. 

Exclusion Criteria 

● Studies unrelated to healthcare and the use of AI 

models in healthcare were excluded.  

● Papers other than English language were 

excluded.  

 

3.3 Data Analysis 

There were 128 research papers found after the application of inclusion and exclusion criteria. After the review only 17 

studies were selected based on the review of the title, keywords and abstracts. There is a large body of research relate to 

AI and its application in the healthcare sector. However, the papers presented in this study were mainly related to the 

effective AI models for data sharing and its relevance in the healthcare sector. The collected data were analysed using 

thematic analysis in order to identify recurring patterns and themes. The table below highlights the list of the paper 

included during the thematic analysis process.  

 

IV. RESULTS 

 

RQ1: Importance of AI models in the betterment of patient health outcomes 

Artificial Intelligence (AI) models play a significant role in improving the health outcomes of patients. AI models 

trained to detect breast cancer, which is not easy to detect easily from open eyes. It has been shown that breast cancer 

detection improved by 10% with the use of AI. This technological innovation has helped initiate early treatment 

through screening (Banks, 2026). Mammography Intelligent Assessment (MIA) was built upon an ensemble of deep 

learning algorithms (de Vries et al. 2023). In this stance, Wang (2024) mentioned that ensemble algorithms are highly 

effective in mitigating the concerns associated with model biases. Additionally, the collective decision-making process 

of the models balances the strengths of the individual algorithms to reduce false-positive and false-negative rates. The 

integration of AI for breast cancer screening was studied by De Vries et al. (2026), who considered 17,421 women 

attending routine breast cancer screening at NHS UK between February and October 2023. Among them, 10,889 

women aged 50-71 years were included in the dataset. The primary AI workflow presented significant improvements in 

screening performance. The AI-assisted screening system improved the chances of breast cancer detection compared to 

the standard screening process. Routine screening detected only 9.7 cancers for every 1000 women, while an AI-

supported approach detected 10.7 cancers per 1,000 women.  

 

In contrast, Siniosoglou et al. (2024) stated that federated learning is a methodology which is aimed at training deep 

learning (DL) and machine learning algorithms in a decentralised manner so that the key issues commonly found in AI 

can be resolved. This includes the issue of data privacy and security, model optimisation and resource optimisation. It 

has been obtained that the Federated learning algorithm allows data utilisation on local devices. The deep learning and 

machine learning models can be trained on dispersed datasets such as medical services without needing centralised 
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collection. For instance, Kakao Healthcare built a medical data platform using Google Cloud, where data was 

standardised in a consistent manner without affecting the existing treatment and work environment of each hospital. It 

has been reported that the prediction performance for each participant earlier varied from 0.6397 to 0.8362, but the 

outcome of federated learning increased and reached 0.8482. The model was also tested using the new external data, 

which AI had never seen before, also known as external validation. On this news, the performance score of 0.7769 was 

achieved. Although the performance was slightly lower than 0.8482, it still retained 92% of the performance (Google 

Cloud, 2026). Therefore, the use of the federate learning model was reliable in the context of healthcare diagnosis.  

 

RQ2: Challenges hospitals face in sharing data and training AI models  

The study on NHS England in 2023 highlighted that the implementation of AI for the diagnosis of chest health 

conditions to detect lung cancer in the 66 NHS hospitals met with challenges. The infrastructural challenge limited the 

successful adoption of this technology inside the hospital premises (News Medical Life Sciences, 2025). The 

implementation of new technology in the ageing system of the NHS was difficult and met with instances of scepticism 

and a lack of understanding among healthcare staff. As per the study of Klumpp et al. (2024) expressed that application 

of AI in the existing Electronic Health Record (EHR) systems (EHS) meet with challenges such as interoperability, 

standardisation and compatibility of healthcare data formats. However, during the pandemic, AI models have helped 

healthcare institutions with the prediction of infection trends and the spread of the virus. Nevertheless, challenges 

related to privacy and security in the management of data, specifically in the healthcare domain, still persisted. In a 

similar stance, outlined that in the field of dentistry and medicine, the clinical judgement-making process is highly 

personalised. The use and collection of personal information raise concerns regarding privacy, security, and legal 

responsibility. Training for the AI model, if it lacks compliance with HIPAA security protocols in the US and GDPR 

regulations in the UK, can violate privacy and integrity (Keith Blankenship, 2025). Besides the issue of data privacy, 

the other challenge linked to obtaining the data successfully is that old data is not available for training. Models trained 

on outdated information may fail to answer questions relevant to today’s situation (Prescience, 2025). Furthermore, 

models trained on different languages and variations can lead to inconsistency, specifically for low resource language. 

Lack of security of AI data models can cause huge loss of data. Only 24% of Gen AI initiatives are secure. Hence, the 

above discusses the key challenges for hospitals to face in the successful training of AI, including data and privacy 

challenges, an absence of a governance framework and bias.  

 

RQ3: Strategies to share data 

Federate learning is a method where data is shared and trained across multiple institutions without revealing raw data. 

For instance, K-MELLDODY (Machine Learning Ledger Orchestration for Drug Discovery) is an AI-based drug 

development system utilised by 10 pharmaceutical companies such as AstraZeneca, Novartis, Bayer, GSK and Johnson 

& Johnson for the successful discovery of drugs (Melloddy, 2019). This stem has solved the issue of data silos by using 

Federated Learning (FL). Instead of pulling the confidential chemical datasets into a single server, the system 

distributes the learning process across the secure infrastructure of the partners. As per the study of Heyndrickx et al. 

(2023) the federated learning algorithm was trained on more than 2.6 billion experimental activity data points over 21 

million chemical compounds. In this study the data shared from the ten pharmaceutical companies were utilised. 12.5% 

of improvement in classification performance was achieved. This demonstrated that federate learning model became 

significantly better at correctly categorising the compound compared to the model trained by a single company alone. 

This process helped recognizing the promising drug candidates more precisely thereby making drug discovery more 

cost effective while keeping proprietary datasets private.  

 

On the other hand, LeewayHertz (2026) explored the concept of Synthetic Data for the training of AI models and 

mentioned it is the most promising privacy preserving approach compared to federate learning. Synthetic data are 

artificially generated data that mimic the statistical properties and characteristics of real data, while preserving no 

sensitive or identifiable information. This approach addresses key challenges such as the limited availability of data for 

training. Increasing importance in the healthcare industry, where privacy is prioritised. The other approach includes 

implementing differential privacy. Differential Privacy is a mathematical framework that ensures the privacy of 

individuals in the data set is maintained. One of the mechanisms as a part of differential privacy includes adding 

calibrated noise in the output to ignore the contribution of any possible individual in the data while still preserving the 

overall accuracy in the analysis. For instance, in a study conducted on 216,714 UK biobank participants who were 

former or current smokers developed synthetic datasets consisting of 173,371 participants (Qian et al. 2024). The 

results showed that models trained using ADSGAN synthetic data received a C-index of 0.698 compared with 0.823 for 
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model that were trained on real patient data. The brier score was almost identical highlighting the effectiveness of 

synthetic patient data for preserving the predictive utility of real healthcare data.  

 

 
 

Figure 2: Synthetic Data Technique 

(Source: LeewayHertz, 2026)  

 

The other strategic approach is using Homomorphic Encryption (HE) in this approach, the algorithm processes data 

while it still remains completely locked down (Manchester Digital, 2026). In this method, the plain text data is 

converted into cypher text, which makes the encrypted data hard to read without a proper decryption key. However, 

efficient key management in this approach is important in the midst of the growing number of datasets. The study has 

used the data from the Cancer Genome Atlas involving 3,622 samples of patients with a training dataset of 2,713 

patients and a testing dataset of 909 patients (Hong et al. 2022). The samples have presented 11 cancer types, including 

bladder, lung, cervical, colon, uterine, ovarian, breast, kidney, liver, skin and stomach. The proposed model has 

achieved a microAUC score of 0.988 and an overall accuracy of approximately of 85%.  

 

Method Privacy level Performance Cost Feasibility for 

hospitals 

Federates Learning High 12.5% in 

MELLODDY 

Moderate Most Feasible 

Synthetic Data Medium high Moderate (C-index 

0.698 vs 0.823) 

Low to moderate Highly feasible 

Homomorphic 

encryption 

Very High High (microAUC 

0.988) 

Very high 

Computational cost 

Less feasible 

 

V. DISCUSSION 

 

The findings have revealed that a single hospital might have a limited record of patients, which can limit the successful 

training of the AI model to predict or diagnose disease. The shortage of workers has made it important to investigate 
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the role of AI technologies in healthcare. Previous literature work by Devi et al., (2023) has supported these findings 

that traditional diagnosis therapy by doctors is limited by factors such as weariness, subjectivity and experience. 

Sharing old hospital data for training of AI models meets with several challenges, such as breach of sensitive 

information of the patients and ethical concerns. In a similar stance, an existing study by Alanazi (2023) argued that 

ethical, data quality, and privacy concerns come under the short-term challenges of the AI implementation. 

Nevertheless, the long-term challenges include cybersecurity attacks from hackers, funding and resource allocation 

constraints. In response to these challenges, findings discussed that techniques such as federated learning can be 

efficient. The MELLODDY project uses this approach to share the model updates, thereby protecting the privacy of the 

patients after training the data locally. The findings of other techniques that can help hospitals to share their data 

include the adoption of the Synthetic data technique, where artificial data is generated to train the model. Furthermore, 

the differential privacy approach involves introducing noise in the data. However, the existing study by Reddy et al. 

(2020) underscores that the techniques are not enough; integrating AI governance in compliance with government data 

protection law is important to address the concern of data privacy and ethical concerns linked to the training of AI 

models. It is implied that the federated learning algorithm currently offers the most effective balance between 

improvement of model, privacy protection and scalability. Synthetic data and homomorphic encryption further support 

collaborative AI development by ensuring access to valuable information while mitigating the risk of privacy. From the 

findings, it was evident better AI model has been possible to build when healthcare organisations share data containing 

diverse datasets. The evidence highlights that the federated learning algorithm currently offers the most effective 

balance for model improvement.  

 

VI. CONCLUSION 

 

It can be concluded that the study has identified key barriers such as data privacy and security concerns, cybersecurity 

risks, lack of infrastructure and governance structure in healthcare data sharing. These insights fulfil objective two of 

the study by outlining their impact in the successful training of the AI model. Additionally, the objective three of the 

study was achieved through discussion of several collaborative AI approaches and privacy-preserving techniques. This 

involves discussing the application of Federated Learning, Synthetic Data, Differential privacy and Homomorphic 

encryption. 

 

VII. LIMITATION OF THE STUDY 

 

The study has only focused on examining the existing approaches of collecting and sharing data within different 

hospitals rather than testing a specific intervention experimentally. Furthermore, collecting primary research with 

hospital and healthcare data would need significant funding, time and institutional support. Hence, secondary 

qualitative data collection is the limitation of the study. 

 

VIII. CONTRIBUTION OF THE STUDY 

 

The study is contributing to the growing field of the use of AI in healthcare by explaining the way secure data sharing 

methods can help hospitals to create better AI models by maintaining data privacy and ethical standards. 

 

IX. FUTURE SCOPE 

 

The future scope involves conducting the study on a similar topic through primary research in collaboration with 

healthcare professionals and hospitals. The future scholars can experimentally test the effectiveness of privacy retaining 

methods discussed in this study to ensure security, accuracy and effectiveness.  
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